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PHISHING



» Stay away of fire & forget , single - email exchanges

» Develop multi - step plausible pretexts

» CV/Resume in response to real job offers, customer inquiries

» Investor Relations (IR) exchange leading to IPO/bonds/shares acquisition

» Lawyers, brokers, accountants Ƶare so used to using Macros

» Stick more to Third - Party communication channels 

» ,ÉÎËÅÄ)ÎƗ #ÏÍÐÁÎÙƦÓ ×ÅÂ ÃÈÁÔÓƗ ÃÏÎÔÁÃÔ ÆÏÒÍÓ

» Bonkers tricks:

» Right - to - Left - Override - Like - Its - 90s

» Ƨ4ÈÉÓ %-ÍÁÉÌ ×ÁÓ ÓÃÁÎÎÅÄƚǁƛǂ .Ï 3ÐÁÍ ÄÅÔÅÃÔÅÄƚ 

,ÉÎËÓ ÃÁÎ ÂÅ ÓÁÆÅÌÙ ÏÐÅÎÅÄƚƨ

Phishing



» Get familiar with

state - of - the - art Detections

ÅHere we reverse - engineer 20+

MS Defender for Office365 

Anti - Spam rules

Phishing

https://github.com/mgeeky/decode-spam-headers
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https://github.com/mgeeky/Penetration-Testing-Tools/blob/master/phishing/phishing-HTML-linter.py



» Apply Phishing e - mail HTML Linting

Phishing



» Email sending strategy: MS Defender for Office365 cools down a sender upon 4- 5th mail

» Throttling completely impacts your success rate

» What works nice for MDO:

» GoPhish - > EC2 587/ tcp Socat Redirector - > Gsuite - > Target

Phishing



INITIAL ACCESS



Initial Access

» Phish to Persist 

» instead of Phishing to Access (~ Matt Hand @SpecterOps)

» Strive for delayed & elonged execution 

» -- > dechain File Write & Exec steps

» Use VBA/WSH to drop DLL/XLL/CPL*

» COM Hijacking

» DLL Side - Loading / DLL Hijacking 

( %LOCALAPPDATA%\ Microsoft \ Teams\ version.dll )

» XLL Persistence

ǉ ×ÅƦÌÌ ÇÅÔ ÂÁÃË ÔÏ ÔÈÁÔ



» Windows Script Host (WSH)

» VBE, VBS - VBScript

» JSE, JS ƵJScript

» HTAƵHTML Application

» XSL - XML

» WSFƵWindows Script File

» Language agnostic file format

» !ÌÌÏ×Ó ÍÕÌÔÉÐÌÅ ÓÃÒÉÐÔÓ ƽƪÊÏÂÓƨƾ Ÿ ÌÁÎÇÕÁÇÅÓ ×ÉÔÈÉÎ Á ÓÉÎÇÌÅ ÆÉÌÅ

» Mostly very - well detected

Typical Vectors - WSH

WSF

VBS

JS

83,

Initial Access »


